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Course Objectives

e AWS CloudFormation

* Continuous Integration
* AWS Code Commit
 AWS Code Build

* Continuous Delivery
 AWS CodeDeploy
 AWS CodePipeline

* Infrastructure as Code with CI/CD Tools.
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Template Anatomy

5 Examplesand 18
Resources i resources overall
Parameters | 4 Examples
Mappings > 2 Examples
Conditions >l 6 Examples
AWS CloudFormation
Outputs — 7 Examples
Metadata S Designer &
\ Interface
cfn-init
Metadata
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RESOU rCQS EC2 Instance CodeBuild
CodeBuild IAM
ecurity Group Role
Elastic IP Code'Depon
Application
CodeDeploy

Deploymnet
CodeDeploy IAM
AWS CloudFormation Route Table Role
SubnetRoute CodePipeline
TableAssociation |AM Role
CodePipeline
InternetGateway .
Pipeline
VPCGatewayAtta SNS Topic
chment
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02-YAML-Basics

02-01-YAML-Basics.yml

> 03-StackConcepts

04-Resources

04-01-cfn-ec2-instance.yml
04-02-cfn-ec2-add-new-security-group.yml
04-03-cfn-ec2-add-new-rule.yml
04-04-cfn-ec2-add-elasticlP.yml
04-05-cfn-ec2-case-sensitive-test.yml
05-Parameters
05-01-cfn-ec2-ParameterType-AWS-KeyName.yml
05-02-cfn-ec2-ParameterType-String.ymil
05-03-cfn-ec2-ParameterType-InstanceType.yml
05-04-cfn-ec2-ParameterType-SSM.yml
06-Mappings

06-00-Base.yml

06-01-cfn-ec2-Mapping-AMLyml
06-02-cfn-ec2-Mapping-AMI-and-Environment.yml
07-Conditions

07-00-Base.ymi
07-01-Conditions-IntrinsicFunction-Fn-Equals.ym
07-02-Conditions-IntrinsicFunction-Fn-If-PseudoParameter-AV
07-03-Conditions-IntrinsicFunction-Fn-If.yml
07-04-Conditions-IntrinsicFunction-Fn-Not.yml
07-05-Conditions-IntrinsicFunction-Fn-Or.yml
07-06-Conditions-IntrinsicFunction-Fn-And.yml
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Templates Written

4 08-Outputs
08-00-Base.yml
08-01-cfn-ec2-Outputs-Instanceld.yml
08-02-cfn-ec2-Outputs-Intninsic-Fn-GetAtt.yml
08-03-cfn-ec2-Outputs-Export-Intrinsic-Fn-Sub-Pseudo-Stacki
08-04-cfn-ec2-Outputs-Cross-Refeence-Intrinsic-Fn-ImportVal
08-05-cfn-ec2-Outputs-Conditions.yml
08-06-cfn-ec2-Outputs-Export-Intrnsic-Fn-Joinyml

4 (09-Metadata
09-00-Base.yml
09-01-cfn-ec2-Metadata-Interface.yml

4 10-EC2-UserData
10-00-Base.yml
10-00-Userdata.sh
10-01-cfn-ec2-UserData.yml
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Metadata - cfn-init

Base Template Metadata Format services

packages aws-cfn-bootstrap

groups cfn-init

cfn-signal

Create Stack &
Test

sources outputs

Create Stack &
Test

fn-h Update Stack —
P Deploy v2 App

Creation Policy

commands




Config Sets

configSets (Single)

Sample:

ApplAndApp2
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configSets (Multiple)

SingleAppCS DualAppCS

SingleAppCS DualAppCS

SingleAppCS
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Nested Stacks

Root Stack

&l

l
il

[
[
[l
[

L] []

VPC Nested Security Group
Stack Nested Stack
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02-YAML-Basics
02-01-YAML-Basics.yml
03-StackConcepts
04-Resources
04-01-cfn-ec2-instance.yml
04-02-cfn-ec2-add-new-security-group.yml
04-03-cfn-ec2-add-new-rule.yml
04-04-cfn-ec2-add-elasticlP.yml
04-05-cfn-ec2-case-sensitive-test.yml
05-Parameters
05-01-cfn-ec2-ParameterType-AWS-KeyName.yml
05-02-cfn-ec2-ParameterType-String.ymil
05-03-cfn-ec2-ParameterType-InstanceType.yml
05-04-cfn-ec2-ParameterType-SSM.yml
06-Mappings
06-00-Base.ymi
06-01-cfn-ec2-Mapping-AMLyml
06-02-cfn-ec2-Mapping-AMI-and-Environment.yml
07-Conditions
07-00-Base.ymi
07-01-Conditions-IntrinsicFunction-Fn-Equals.ym
07-02-Conditions-IntrinsicFunction-Fn-If-PseudoParameter-A
07-03-Conditions-IntrinsicFunction-Fn-If.yml
07-04-Conditions-IntrinsicFunction-Fn-Not.yml
07-05-Conditions-IntrinsicFunction-Fn-Or.yml
07-06-Conditions-IntrinsicFunction-Fn-And.yml
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Templates Written

4 08-Outputs
08-00-Base.yml
08-01-cfn-ec2-Outputs-Instanceld.yml
08-02-cfn-ec2-Outputs-Intninsic-Fn-GetAtt.yml
08-03-cfn-ec2-Outputs-Export-Intrnsic-Fn-Sub-Pseudo-Stacki
08-04-cfn-ec2-Outputs-Cross-Refeence-Intrinsic-Fn-ImportVal
08-05-cfn-ec2-Outputs-Conditions.yml
08-06-cfn-ec2-Outputs-Export-Intrnsic-Fn-Joinyml

4 (09-Metadata
09-00-Base.yml
09-01-cfn-ec2-Metadata-Interface.yml

4 10-EC2-UserData
10-00-Base.yml
10-00-Userdata.sh
10-01-cfn-ec2-UserData.yml

4 11-cfn-init

¥ WAR-Files
11-00-Base-v0.yml
11-01-cfn-init-v1-Metadata-Base.yml
11-02-cfn-init-v2-packages.ymil
11-03-cfn-init-v3-groups.yml
11-04-cfn-init-v4-users.yml
11-05-cin-init-v5-sources.yml
11-06-cfn-init-v6-files.ymil
11-07-cfn-init-v7-commands.yml
11-08-cfn-init-vB-services.yml
11-09-cfn-init-v9-UserData-latest-cfn-package.yml
11-10-cfn-init-v10-UserData-cfn-init.yml
11-11-cfn-init-v11-UserData-cfn-signal.yml
11-12-cfn-init-v12-Outputs.yml
11-13-cfn-init-v13-CreationPolicy.ymi
11-14-cfn-init-v14-Update-App.yml

= Imageld.txt

4 12-Configsets
12-00-base.yml
12-01-cfn-init-Single-configSet.yml
12-02-cfn-init-Multiple-configSets-SingleAppCS.yml
12-03-cfn-init-Multiple-configSets-Dual AppCS.yml
12-04-cin-init-Multiple-configSets-default.yml
Sample_MultipleConfigSets.ymil

4 13-MestedStacks

» Updated-5G
13-01-NestedStack-VPC.yml
13-02-RootStack-EC2-VPC.yml
13-03-NestedStack-SG.ymi
13-04-RootStack-EC2-SG.yml

= Steps-VPC-Creation-Manually.txt
UserData.sh

4 14-Continuous-Delivery

b 14-00-All-Roles

b 14-00-Other-Files
14-01-CFM-EC2-Instance.yml
14-02-CFN-CI-CD-CodeBuild.yml
14-03-CFN-CI-CD-CodeDeploy.yml
14-04-CFN-CI-CD-CodeDeploy-Deployment.yml
14-05-CFN-CI-CD-CodePipeline.yml
14-06-CFN-CI-CD-CodePipeline-ApprovalStage.yml

4 15-Infrastructure-As-Code

b 15-00-All-Roles

¥ 15-00-vpcrepo
15-01-1AC-VPC-CodeBuild-Role-and-BuildProject.yml
15-02-1AC-CodePipeline-Role-and-CloudFormation-Role.yml
15-03-1AC-CodePipeline-Source-Build-StageDeploy.yml
15-04-1AC-CodePipeline-ProdCreateChangeSet-Prod Approval-P
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Intrinsic Functions & Pseudo Parameters

Intrinsic Functions Condition Functions Pseudo Parameters
* Fn::Ref * Fn::And * AWS::Region
* Fn::Baseb4
" .ase * Fn::Equals * AWS::Accountld
* Fn::FindInMap
. Fn:-GetAtt  Fn::If e AWS::StackName
e Fn::GetAzs * Fn::Not * AWS::NoValue (very
* Fn::ImportValue * Fn::Or important when using
. conditions)
* Fn::Join
* Fn::Select
 Fn::Sub
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Stages in Release Process

Source Build Test Production

Continuous integration

Continuous delivery ( \ ‘

Continuous deployment

Infrastructure as code
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AWS Developer Tools or Code Services

Source Build Test Deploy Monitor
AWS CodeCommit ANS CodeBuild A/\/SCO$eBuiId + ANS CodeDeploy  ang YRa Aazon
Third Party CloudWatch

</>

ANS CodePipeline
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AWS Developer Tools or Code Services

Source Build Test Deploy Monitor
i
ANS CodeCommit ANS CodeBuild ANS CodeBuild +

Third Party
Continuous integration

Continuous delivery

Continuous deployment

</>

ANS CodePipeline

Kalyan Reddy Daida StackSimplify



Source

R
</>

CodeCommit

* \Version control
service

 We can privately
store and manage
source code

e Secure & highly
available

AWS Developer Tools or AWS Code Services
Build

Jest

X

CodeBuild CodeBuild +Third Party

Fully managed build service, Compiles
source code, Runs tests and produces
software packages

Scales continuously and processes multiple
builds concurrently.

No build servers to manage.

Pay by minute, only for compute resources

we use.
Monitor builds through CloudWatch events.
Supports following programming language
runtimes Ruby, Python, PHP, Node, Java,
Golang, .Net Core, Docker and Android

 Automates code deployments B °
to any instance and Lambda
* Avoids downtime during
application deployment .
* Roll back automatically if -
failure detected
 Deploy to Amazon EC2, .

Monit

ANSX-Ray  CloudWetch

Deploy

Q

CodeDeploy

Monitors Source
check-ins and triggers
builds

Monitors builds
Monitors
Infrastructure
Collects logs

Lambda, or on-premises servers

CodePipeline

Continuous delivery service for fast and reliable
applicationupdates

Model and visualize your software release process
Builds, tests, and deploys your code every time there
is a code change

Integrates with third-party toolsand AWS
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CodeCommit
@ L

* Build a simple rest service using Java Spring
Boot.

* Check-in code to Local Repo and push to e
CodeCommit.
push
E AWSCToud

N
</>

AWS CodeCommit
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CodeBuild— AWS Web Console CodeBuild— AWS CloudFormation

Developer @@ @@ Developer

AWS Cloyd

CodeBuild Stack

OO0

CodeBuild
Service Role

CoddCommit

CodeBuild CodeBuild

Service (S3) Service (S3)

Simple Storage Simple Storage
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CodeDeploy—AWS Web Console CodeDeploy — AWS CloudFormation

User

@@ Developer accessing

Rest service l

@@ Developer User

accessing
Rest service l

Internet /I\\l/

push Internet push
2 Cloud
1] 1
CodeDeploy Stack == EC2 Apps Stack =
000 000
CodeBuild CodeDeploy Role foLF€2
Service Role Service Role Instance Profileta8ing EC2 Instance
\ 4
Du? =
CodeBuild ~ Simple Storage  codeDeploy EC2 Instance CodeBuild  Simple Storage  CodeDeploy Production EC2
Service (S3) Service (S3) Instance
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CodePipeline — AWS Web Console

E AWS Cloud
Developer CloudWatch

®

-

CodePipeline

@

CodeCommit CodeBuild  Simple Storage CodeDeploy EC2
Service (S3) Instance
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CodePipeline — AWS CloudFormation

E AWS Cloud

CodePipeline CI CD CloudFormation Stack =—
Developer o O0gd
</>

®

% push
]

CodeCommit CodeBuild ~ Simple Storage  Codeleploy  Simple Notification Codeleploy

Service (S3) Serpice

= A

Staging EC2 Role for EC2 Production EC2 .
sing Instance Profile Authorized

Instance Instance — Approver
. 1]
EC2 Apps CloudFormation StackaC
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Source

Infrastructure as Code

Build

Test

Infrastructure as code

Production

Source Stage

R
</>

AWS CodeCommit

Build Stage

AWS CodeBuild

Test Stage

AWS CodePipeline

Prod Stage

AWS CodePipeline
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Source

Infrastructure as Code

Build

Test

Infrastructure as code

Production

Source Stage

Master Branch

Build Stage

Prepare or Validate
Template

Test Stage

O0-A
(oY =)
O-»>x

Create & Execute
Change set

Prod Stage

O0-A
(oY =)
O-»>x

Create & Execute
Changeset
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Developer

Infrastructure as Code — Manual AWS Web Console

E AWS Cloud

CodeCommit

e

CodeBuild
Service Role

CodePipeline

Test Stage

Staging VPC Stack

Action-1: . .

Create VPC Subnet

ED

Prod Stage

—>
Stack @
Internet

Route table gateway

Prod VPC Stack

Action-1:

Create o-A
0=-0

Changeset |p-x

Prod @

Action-2:

Approval torzzzzzd

CodeBuild  Simple Storage gjmpje Notification

Service (S3) Service

D D

CodePipeline CloudFormation
Role Role

Action-3: . .

Execute VPC Subnet
Change set [723600]
Route table

Internet
gateway

1e

Authorized
Approver

StackSimplify
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Developer

Infrastructure as Code— CFN Template creation Flow

E AWS Cloud

CodeCommit

e

CodeBuild
Service Role

CI CD IAC Pipeline Stack |:||:||:|

CodePipeline

Staging VPC Stack I:I

CodeBuild  Simple Storage gjmple Notification

Service (S3)

e

CodePipeline
Role

OO0 C\ |:||:||:|
Action-1:
Test Stage Create vPe subnet
StaCk 172.16.0.0
Internet
Prod Stage Routetable  ooteway

I—
Prod VPCStack ==

Action-1: Create |04

0=-0o

Changeset |p-x

Action-2: Prod O]

Approval torzzzoad

Service

e

CloudFormation
Role

Action-3: . .

Execute VPC Subnet

Change set [7236.0.0]
Internet
Route table gateway

©

Authorized
Approver
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Developer

Infrastructure as Code — Execution Flow

E AWS Cloud

Kalyan Reddy Daida

CI CD IAC Pipeline Stack —=— Staglng VPCStack ——
00 O
CodePipeline Action-1:
VPC Subnet
Test Stage o %tczeltke —
@
Internet
Prod Stage Routetable  ooteway
—~s| ProdVPCStack 4
. 00
Action-1: Create  |B74
Changeset |p-x
Action-2: Prod Oz
Approval T >
CodeCommit CodeBuild Simple Storage <10 Nt i |
Service (53) Simple Notification Authorized
Service Action-3: Approver
@ @ Execute VPC Subnet
Change set [721600]
_721610
CodeBuild CodePipeline CloudFormation InteTnet
Service Role Role Role Routetable  gateway
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02-YAML-Basics
02-01-YAML-Basics.yml
03-StackConcepts
04-Resources
04-01-cfn-ec2-instance.yml
04-02-cfn-ec2-add-new-security-group.yml
04-03-cfn-ec2-add-new-rule.yml
04-04-cfn-ec2-add-elasticlP.yml
04-05-cfn-ec2-case-sensitive-test.yml
05-Parameters
05-01-cfn-ec2-ParameterType-AWS-KeyName.yml
05-02-cfn-ec2-ParameterType-String.ymil
05-03-cfn-ec2-ParameterType-InstanceType.yml
05-04-cfn-ec2-ParameterType-SSM.yml
06-Mappings
06-00-Base.ymi
06-01-cfn-ec2-Mapping-AMLyml
06-02-cfn-ec2-Mapping-AMI-and-Environment.yml
07-Conditions
07-00-Base.ymi
07-01-Conditions-IntrinsicFunction-Fn-Equals.ym
07-02-Conditions-IntrinsicFunction-Fn-If-PseudoParameter-A
07-03-Conditions-IntrinsicFunction-Fn-If.yml
07-04-Conditions-IntrinsicFunction-Fn-Not.yml
07-05-Conditions-IntrinsicFunction-Fn-Or.yml
07-06-Conditions-IntrinsicFunction-Fn-And.yml
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Templates Written

4 08-Outputs
08-00-Base.yml
08-01-cfn-ec2-Outputs-Instanceld.yml
08-02-cfn-ec2-Outputs-Intninsic-Fn-GetAtt.yml
08-03-cfn-ec2-Outputs-Export-Intrnsic-Fn-Sub-Pseudo-Stacki
08-04-cfn-ec2-Outputs-Cross-Refeence-Intrinsic-Fn-ImportVal
08-05-cfn-ec2-Outputs-Conditions.yml
08-06-cfn-ec2-Outputs-Export-Intrnsic-Fn-Joinyml

4 (09-Metadata
09-00-Base.yml
09-01-cfn-ec2-Metadata-Interface.yml

4 10-EC2-UserData
10-00-Base.yml
10-00-Userdata.sh
10-01-cfn-ec2-UserData.yml

4 11-cfn-init

¥ WAR-Files
11-00-Base-v0.yml
11-01-cfn-init-v1-Metadata-Base.yml
11-02-cfn-init-v2-packages.ymil
11-03-cfn-init-v3-groups.yml
11-04-cfn-init-v4-users.yml
11-05-cin-init-v5-sources.yml
11-06-cfn-init-v6-files.ymil
11-07-cfn-init-v7-commands.yml
11-08-cfn-init-vB-services.yml
11-09-cfn-init-v9-UserData-latest-cfn-package.yml
11-10-cfn-init-v10-UserData-cfn-init.yml
11-11-cfn-init-v11-UserData-cfn-signal.yml
11-12-cfn-init-v12-Outputs.yml
11-13-cfn-init-v13-CreationPolicy.ymi
11-14-cfn-init-v14-Update-App.yml

= Imageld.txt

4 12-Configsets
12-00-base.yml
12-01-cfn-init-Single-configSet.yml
12-02-cfn-init-Multiple-configSets-SingleAppCS.yml
12-03-cfn-init-Multiple-configSets-Dual AppCS.yml
12-04-cin-init-Multiple-configSets-default.yml
Sample_MultipleConfigSets.ymil

4 13-MestedStacks

» Updated-5G
13-01-NestedStack-VPC.yml
13-02-RootStack-EC2-VPC.yml
13-03-NestedStack-SG.ymi
13-04-RootStack-EC2-SG.yml

= Steps-VPC-Creation-Manually.txt
UserData.sh

4 14-Continuous-Delivery

b 14-00-All-Roles

b 14-00-Other-Files
14-01-CFM-EC2-Instance.yml
14-02-CFN-CI-CD-CodeBuild.yml
14-03-CFN-CI-CD-CodeDeploy.yml
14-04-CFN-CI-CD-CodeDeploy-Deployment.yml
14-05-CFN-CI-CD-CodePipeline.yml
14-06-CFN-CI-CD-CodePipeline-ApprovalStage.yml

4 15-Infrastructure-As-Code

b 15-00-All-Roles

¥ 15-00-vpcrepo
15-01-1AC-VPC-CodeBuild-Role-and-BuildProject.yml
15-02-1AC-CodePipeline-Role-and-CloudFormation-Role.yml
15-03-1AC-CodePipeline-Source-Build-StageDeploy.yml
15-04-1AC-CodePipeline-ProdCreateChangeSet-Prod Approval-P
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YAML

* YAML Key Value pairs

* YAML Lists

* YAML Dictionary

* YAML Lists containing Dictionaries

* YAML Lists containing Dictionaries containing Lists
* YAML Pipe

* YAML Greater than Sign

* YAML Comments
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YAML — Key Value Pairs

* YAML documents will be full of key value pairs.
* Key and Value are separated by colon.

 We must have a space after colon differentiating the Key Value Pairs
value. Name: Dave
* YAML Supports different data types. Age: 29
* |[nteger Gpa:4.2. |
* Floating point Numbers Occupation: Engineer
e Strings State: 'New Jersey

AboutMe: "l am a software engineer"
Male: true

DateOfBith: 1990-09-15T15:53:00
PoliceCases: null

e Boolean
e Dates - Format: ISO 8601
 Null values

* Important Note for Strin%(s: Quote strings when they
|

have special characters like colons :, braces {}, pipes
|, brackets []
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YAML - List / Array

* YAML List indented with opening dash.
 Dash indicates that it’s a element of an

List / Array

Block Sequence

darray. Persons:
. . . . -D
* All members of a list are lines beginningat | _
the same indentation level starting with - Mike
a”-” (a dash and a space) ~sam

* Block Sequence indicate each entry with a | ElowSequence
Persons: [Dave, John, Mike, Sam]
dash and space

* Flow Sequence is written as a comma
separated list within square brackets.
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YAML Dictionary / Map

* YAML Dictionaries are set of properties Dictionary
grouped together under an item.
. . . Dave:
* YAML Dictionaries contain key value Age: 25
pairs_ Occupation: Engineer
State: New Jersey
gpa: 4.5
male: true
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YAML Lists containing Dictionaries

: 25

: Engineer
: California

: 25

: Plumber
: Florida

: Carpenter
Xas
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YAML Lists containing Dictionaries containing Lists

: 25
: Engineer
: California

- Bachelors
- Masters
- Phd

: 25
: Plumber
: Florida
: [Bachelors, Masters

: Carpenter
: Texas

- Masters
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YAML Pipe

* The pipe notation, also referred to as
literal block

* All new lines, indentation, extra spaces
everything preserved as is.
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YAML Greater than Sign

* The greater than sign

notation, also referred to as e
folded block. 12E B
: New Jersey

* Renders the text as a single .

line.

Lorem ipsum dolor sit amet, consectetur adipiscing elit.
° A” new ||nes W|” be replaced Curabitur tellus mi, consectetur id lorem nec, molestie
. . malesuada tellus.
W|th d S|ng|e Space. Etiam lacinia nisi non consequat sodales.

Integer nec mauris in quam fringilla pharetra et ac tortor.

N Blank Iines are Conver‘ted to Duis odio odio, sodales vel consequat ut, sollicitudin.
new line character.
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YAML Comments

* \We can have comments in YAML with # sign. Below is an example.

Engineer

l'l S . - o W R
lew Jersey

o
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AWS CloudFormation

* Simplifies our Infrastructure Management.
* Quickly replicates our infrastructure.

* Easily controls and tracks changes to our
infrastructure.
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How does CloudFormation works?

=2

Create or use an 2 Save locally or 3 Usa AWS CloudFormation to
existing template in 53 buckat create a stack based on your
template. [t constructs and
configures your stack resources.
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AWS CloudFormation

e Stack Core Features
* Create Stack
e Update Stack
* Create Change Set
* Roll back

e Stack
* Managing collection of AWS resources as a single unit is
called stack.
* We can create, update, delete the collection of AWS
resources by creating, updating and deleting stacks.

* To create AWS resources, we create a stack by submitting
the template that we created, AWS CloudFormation
provisions all those resources automatically for us.
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AWS CloudFormation

* Change Set

* |If we want to make changes to our stack, we can
update the stack.

* Before making changes to resources, we can generate
a change set, which is summary of proposed changes.

* Change sets allow us to see how our changes might
impact current running resources in a stack especially
for critical resources, before implementing them we
get an idea about the impact.

* For example: If we associate a new keypair to ec2
instance, AWS will delete the current ec2 instance
and replaces it with new ec2 instance by adding new
keypair to it.
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Stack Features

* Step 00: Pre-requisites
* Create Default VPC (if not present)

* Create Key pairs
e cfn-key-1
e cfn-key-2

e Gather AMI ID

* Step 01: Stack Features

* Create Stack
* Update Stack

* Create Change Sets
* Rollback

Kalyan Reddy Daida StackSimplify




Resources




Resources

* Resources are key components of a stack.

* Resources section is a required section that need to be defined in
cloud formation template.

* Syntax
Resources: Eesources:
Logical ID: MyEC2Instance:
Type: Resource tType Type: "AWS::ECZ::Instance”

Properties:

Properties: _
ImageId: "ami-0f£f£f8a91507f77f867"

Set of properties

e Resources Documentation:
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-
template-resource-type-ref.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html

Resources

* Step O1: Create resource - EC2 Instance

* Step 02: Add Second Resource - New
security group and Intrinsic Function Ref

* Step 03: Update Resource Properties -
Add new rule to Security group

* Step 04: Add third Resource - Elastic IP

* Step 05: Perform case sensitive test with
resource properties

Kalyan Reddy Daida StackSimplify



Intrinsic Function: Ref

* The intrinsicfunction Ref returns the value of the specified
parameter or resource.

* Resource Case: When we specify a resource logical name, it returns a
value that we can typically use to refer to that resource.

* Parameter Case: When we specify a parameter logical name, it
returns the value of that parameter.

* Syntax:
MyEIP:
* Long Form
& . Tyvpe: "AWS::ECZ::EIP"
e Ref: logicalName .
Propertlies:
* Short Form InstanceId: !Ref MyEC2Instance

* IRef logicalName
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Parameters

* Parameters: Parameters enable us to input custom values to our template
each time when we create or update stack.

* We can have maximum of 60 parameters in a cfn template.

* Each parameter must be given a logical name (logical id) which must be
alphanumeric and unigue among all logical names within the template.

e Each parameter must be assignhed a parameter type that is supported by
AWS CloudFormation.

* Each parameter must be assignhed a value at runtime for AWS
CloudFormation to successfully provision the stack. We can optionally
specify a default value for AWS CloudFormation to use unless another value

is provided.
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Parameters

e Parameters must be declared and referenced within the same
template.

* We can reference parameters from the Resources and Outputs
sections of the template.

* Syntax

Parameters:
InstanceTypeParameter:
Type: String

Parameters: Default: t2.micro
ParameterLogicalID: Allowedvalues:
Type: DataType - t2.micro
ParameterProperty: value - ml.small

- ml.large

Description: Enter t2.micro, ml.small, or ml.large. Default is t2.micro.
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Parameter Properties Parameter Types

* AllowedPattern e Type (Mandatory) e Type (Mandatory)
* AllowedValues * String * SSM Parameter Type
. C intD C e Number e AWS::SSM::Parameter::Name
onstraintDescription e List<Number> * AWS::SSM::Parameter::Value
° . : Stri
Default e CommaDelimitedList It

. e AWS::SSM::Parameter::Value
AWS Specific <List<String>>

e AWS::EC2::Instance::Ild
e AWS::EC2::VPC::Id
e MaxValue e List<AWS::EC2::Subnet::Id>

* MinLength
* MinValue

* NoEcho

* Description
* MaxLength
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Parameters - Practice

* Step 01: Create a parameter type of AWS for
KeyName property of ec2 instance.

* Step 02: Create a parameter type of string for
AvailabilityZone property of ec2 instance.

* Step 03: Create a parameter type of string for
InstanceType property of ec2 instance.

* Step 04: Create a parameter type of SSM for
InstanceType property of ec2 instance.

* Pre-requisite: Create a SSM Parameter in parameter
store.
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Mappings

Mappings:

* Mappings section matches a Mappingo1:
key to a corresponding set of (Tl atucon
named values. Key02:

Name: Value02
Key03:
Name: Value03

* For example, if we want to set
values based on a region, we
can create a mappingthat uses

. Mappings:
region name as a key and RegionMap:
. us—east—1:

contains the values we want to "HVM64": "ami-0E£8a91507£77£867"
SpeCIfy for eaCh reglon usj:z:;;i "ami-0bdbg828fd58c52235"
* We can use Fn::FindInMap fvNear: "ami-047bbs163cs0scdss”
intrinsic function to retrieve T southeast—L: ,,
. HVM64™: "ami-08569b978cc4dfalo

values in map. ap-northeast-1:
"HVME64": "ami-06cd5296lce9fodss"
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Intrinsic Function: FindinMap

Mappings:
. . . . . RegionMap:
* The intrinsicfunction FindInMap us—east—1:

HVME4: "ami-0ff8a91507f77f8e67"

returns the value correspondingto HVMGZ2: "ami-0a584acss5a7631c0c”

us—-west-—-1:

keyS in a two-level map thatis HUM64: "ami-0bdb828fd58c52235"
declared in Mappings section. HUMG2: "ami-066ee5fd4adef77f1"

eu—west—-1:

HVME4: "ami-047bb4163c506cdos”

* Parameters HVMG2: "ami-31c2£645"
ap—-southeast-1:

* Map Name HVM64: "ami-08569b978ccladfalo”
HVMG2: "ami-0be9df32ae9f92309"

¢ TOp Level Key ap—northeast-1:

HVME4: "ami-06cd52961ce9fodsas”

* Second Level Key HVMG2: "ami-053cdd503598e4a9d"”
e Return Value e

myECZInstance:
Type: "AWS::EC2::Instance”
Properties:
ImageId: !FindInMap
- RegionMap
— IRef 'AWS::Region'
— HVMe&4

InatanceTvne: ml _amall
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Mappings - Practice

* Step 01: Create a Mappingto select the AMI ID for
ec2 instance property — Imageld based on region.
* Top Level Key: Region (us-east-2, us-west-1)
e Second Level Key: HVYM64

* Step 02: Create a Mappingto select the instance
type based on environments (dev or prod) for ec2
Instance property - InstanceType

* Top Level Key: Environment (dev, prod)
* Second Level Key: Instance Type
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Pseudo Parameters

* Pseudo parameters are * AWS::Accountld

parameters that are * AWS::NotificationARNs
predefined by AWS * AWS::NoValue
CloudFormation. « AWS::Partition

e We don’t need to declare * AWS::Region

them in our template. * AWS::Stackld
* AWS::StackName

e AWS::URLSuffix

e We can use them the same
Way as we use parameters as
an argument for Ref function.

* Usage:

Outputs:
MyStacksRegion:
Value: !Ref "AWS::Region"
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Conditions

e Conditions section contains statements that define the circumstances under
which entities are created or configured.

* Example: 1 - We can create a condition and then associate it with a
resource or output so that AWS CloudFormation only creates the resource
or output if the condition is true.

* Example:2 - We can associate the condition with a property so that AWS
CloudFormation only sets the property to a specific value if the condition is
true, if the condition is false, AWS CloudFormation sets the property to a
different value that we specify.

* We will use conditions, when we want to re-use the template in different
contexts like dev and prod environments.

* Synatx:

Conditions:
Logical ID:
Intrinsic function

EnvironmentName

prod
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Conditions

* Conditions are evaluated based on predefined Psuedo parameters or input
parameter values that we specify when we create or update stack.

e Within each condition we can reference the other condition.

* We can associate these conditions in three places.
* Resources
* Resource Properties
* Qutputs

e At stack creation or stack update, AWS CloudFormation evaluates all
conditions in our template. During stack update, Resources that are now
associated with a false condition are deleted.

* Important Note: During stack update, we cannot update conditions by
themselves. We can update conditions only when we include changes that
add, modify or delete resources.
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Conditions - Intrinsic Functions

 \We can use the below listed intrinsic functions to define conditionsin
cloud formation template.

* Fn::And

* Fn::Equals
* Fn::If

* Fn::Not

* Fn::Or

* We will be covering all these functionsin our practice exercises.
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Conditions - Practice

* Step 01: Create an EIP when environment is prod,
use intrinsic function Fn::Equals

» Step 02: Create a security group for dev environment
when condition is met and demonstrate Pseudo
parameter “AWS::NoValue” for when environment is
prod. Use Intrinsic function Fn::If

» Step 03: Create a security group for prod env with
prod related condition added. Use Intrinsic function
Fn::If

e Step 04: Demonstrate Intrinsic function Fn::Not

* Step 05: Demonstrate Intrinsic function Fn::Or
e Step 06: Demonstrate Intrinsic function Fn::And
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Outputs

Kalyan Reddy Daida



Outputs

* Qutputs section declares output values that we can
* Import in to other stacks (to create cross-stack references)

* When using Nested stacks, we can see how outputs of a nested stack are
used in Root Stack.

* We can view outputs on the CloudFormation console
* We can declare maximum of 60 outputs in a cfn template.
e Syntax: '

Outputs:
Logical ID:
Description: Information about the wvalue
Value: Value to return
Export:
Name: Value to export

: Instance ID
MyVMInstance

"${AWS: :StackName}-InstanceId"

: Instance availability zone

MyVMInstance.AvailabilityZone

FrALIC o o ke e o ] e o ot o oo N
"${AWS: :StackName}-InstanceAz"
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Outputs

* Export (Optional)
e Exports contain resource output used for cross-stack reference.

* For each AWS account, Export name must be unique with in the region. As it
should be unique we can use the export name as “AWS::StackName”-ExportName

 We can’t create cross-stack references across regions.

* We can use the intrinsic function Fn::ImportValue to import values that have been
exported within the same region. We will see this practically.
* Insimple terms, exportavailability zone in stack1 and use it stack?2

* For outputs, the value of the Name property of an Export can't use Ref or GetAtt
functions that depend on a resource.

 We can’t delete a stack if another stack references one of its outputs.
* We can’t modify or remove an output value that is referenced by another stack.

* We can use Outputsin combination with Conditions. We will see that in our
practice sessions for Outputs.
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Outputs Practice

» Step 01: Create a very basic output using intrinsic function
Fn::Ref - Instanceld.

* Step 02: We will use Fn::GetAtt intrinsic function to create
outputs.

* Step 03: We will use Fn::Sub intrinsic function to create
outputs and we will use Pseudo Parameter
AWS::StackName. In addition, we will export the Security
Group and Availability Zone.

* Step 04: We will create a new stack by referencing the
Security Group and Availability Zone export value from
previous stack. We will use Fn::ImportValue intrinsic

function to import those exports.

» Step 05: We will use Conditions in Outputs section to
demonstrate their combination.

* Step 06: We will demonstrate Fn::Join intrinsic function.
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Metadata

 Metadata provides details about the cfn template.

: 2016-09-09

* Syntax:

Metadata:
Instances:

Description: "Information about the instances" . R
Databases : : My VM 1nstance
Description: "Information about the databases™

* We have three types of metadata keys which are listed below.

* Metadata Keys
* AWS::CloudFormation::Designer
 AWS::CloudFormation::Interface
* AWS::CloudFormation::Init
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Metadata Keys

* AWS::CloudFormation::Designer
* Auto generated during resources drag and drop to canvas.

e AWS::CloudFormation::Interface
e Used for parameter grouping.

e AWS::CloudFormation::Init

e Used for application installation and configurations on our aws compute (EC2
instances).

* This is core and important feature of CloudFormation.
* We have one complete section outlining the end to end details of init.
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Metadata

AWS::CloudFormation::Designer
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AWS::CloudFormation::Designer

* Designer, Visually depicts how our
resources are laid out

Metadata:
* Designer automatically add this enstenao Onhet215 aode 12525 EXANPLE
information when we use it to Friin: s
create view and update templates. pomitions
Its a system generated metadata. ?
* It defines the information about our Cmbedas (1 neerenee
resources such as their size and T etady3-6a76-4532-9265-1234 5 EXANPLE

relative position in template
metadata. All layoutinformation s
stored in desigher metadata.
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AWS::CloudFormation::Designer

* In designer we drag and drop the resources.

 When we create templates in Designer, it enforces some basic
relationships between resources to help us create valid template.

* Example: We cannotdirectly add EC2 instance in a VPC, we must add
a subnetin a VPC.

* We can also validate template directly in designer.

* We can bring our template which we have written manually and
validate in designer using validate template.
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AWS::CloudFormation::Designer

* Integrated Editor:
* We can make all our template modifications with this editor.

* |t also provides the auto-complete feature that lists all property names for a
resource so we don’t need to memorize all the properties of a resource or
refer documentation.

* We can use integrated editor to convert from JSON to YAML and vice versa.
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How | use Designer?

* Firstly, I write my cfn templates manually in editor by referring
documentation

* Which gives me greater confidence on that particular resource for which | am
writing template.

* | use visual studio code as my editor due to the fact that dealing with YAML
spaces is simplified in this editor. | just use tabs and VS code editor takes care
of yaml spaces.

* Copy template to Integrated Editor and Validate Template.
* Convert template from JSON to YAML or YAML to JSON.
* Drag resources to canvas and see their properties (some times).

* Copy template to Integrated Editor and review template visually on
canvas.
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CloudFormation Designer - Demo
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Metadata

AWS::CloudFormation::Interface

Kalyan Reddy Daida StackSimplify



AWS::CloudFormation::Interface

SyntaX' Metadata:
AWS: :CloudFormation: : Interface:

* When we create or update stacks in

ParameterGroups:

the console, the console lists input - ParameterGroup
parameters in alphabetical order by ParameterLabels:
their logical IDs. ParameterLabel

* By using this key, we can define our
own parameter grouping and ordering
so that users can efficiently specify
parameter values.

 We can also define labels for : "EC2 Instance Configuration"
parameters. :

* Alabelis a friendly name or
description that the console displays
instead of a parameter's logical ID
which helps users understand the
values to specify for each parameter.

- InstanceType
- KeyName

: "Environment Configuration”

- EnvironmentName

 "Which environment we
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CloudFormation & UserData

e We can use UserData in CloudFormation
template for ec2.

* We need to use a intrinsic function Fn::Base64 Sample:
with UserData in CFN templates. This function
returns the Base64 representation of input
string. It passes encoded data to ec2 Instance.

* YAML Pipe (|): Any indented text that follows
should be interpreted as a multi-line scalar value
which means value should be interpreted literally

in such a way that preserves newlines. sudo yum update
e UserData Cons sudo yum -y erase java-1.7.(
By default dat ipts and cloud-init sudo yum -y install java-1.8.
* By default, user data scripts and cloud-ini cuda v N S 5-0
directives run only during the boot cycle when 00T S alER L TR el
we first launch an instance. sudo yum -y 1nstall tomcat
* We can update our configuration to ensure that service tomcats GEggy _
our user data scripts and cloud-init directives run mkdir /usr/share/tomcat8/webapps/R0OOT

every time we restart our instance. (Reboot of
server required)

touch /usr/share/tomcat8/webapps/RO0T/index.html

echo "Cloud Formation Tomcat > /usr/share

Kalyan Reddy Daida StackSimplify



Helper Scripts

cfn-init, cfn-hup and cfn-signal
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Helper Scripts

* AWS CloudFormation provides the following Python helper scripts
that we can use to install software and start services on Amazon EC2
that we create as part of stack.

e cfn-init

e cfn-signal

e cfn-get-metadata
e cfn-hup
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Metadata

AWS::CloudFormation::Init
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Base Template Metadata Format services

packages aws-cfn-bootstrap

groups cfn-init

cfn-signal

Create Stack &
Test

sources outputs

Create Stack &
Test

fn-h Update Stack —
P Deploy v2 App

Creation Policy

commands




Step 00 — Base Template

: AWS::EC2::KeyPair::KeyName

* Resources
* Security Group
* VM Instnaces

2::SecurityGroup

: My SG with port 22, 8080 and 8@ inbound

* Parameters
* We will Parameterize KeyName parameter

fffff

: AWS::EC2::Instance

: ami-©cd3dfade37921685
: t2.micro
KeyName

MySecurityGroup
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Step-01: Metadata: AWS::CloudFormation::Init

* Type AWS::CloudFormation::Init will be used to :
include metadata section on an ec2 instance for cfn- : AWS::EC2::Instance
init helper script. -

* Configurationis separated in to sections.

* Metadata is organized in to config keys, which we can
even group in configsets.

* By default cfn-init calls and processes the metadata
section when it has single config key (No configsets
defined).

* We can even specify configsets as input to cfn-init
script so that it can process the entire configset with
all its configkeys. We will see it in detail in configsets
section.

* The cfn-init helper script processes the configuration
sections in the order specified in syntax section.
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Step-01: Metadata: Structure

* If we wantto process it in different order, we need to - 5+ eca: Instane
separate them into different config keys and then use the
order of execution for config keys in a configset.

Install
- Configure

* In this step we will just add the metadata section with
structure.

* We will incrementally build the metadata sectionsin
upcoming steps.

: Deploy a simple tomcat Application

* Metadata Structure:
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Step-02: Metadata: packages

* We can use pac_kages key to * Packages with Versions:
download and install pre- -
packaged applications.

: "http://download.fedoraproject.org/pub/epel/5/1386/epel-release-5-4.noarch.rpm”

* On windows systems packages
key supports only the MSI
Installer.

e Supported Package Formats:
* apt

o ® .
* msi Our Example' : Deploy a simple tomcat Application

e python

* rpm

* rubygems
* yum
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Step-03: Metadata: groups

* We can use groups to create Linux/Unix groups and assign to group
id’s.

* Groups key is not supported for windows systems.

* We can create multiple groups as required.

* We can create without group id or create with a desired group id.
* Syntax:
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Step-04: Metadata: users

* We can use the users key to create * Syntax
Linux/Unix users in EC2 Instance.

* Users key is not supported for windows
systems.

* The following are the supported keys
* uid
* groups
* homeDir

e Users are created as non-interactive
system users with a shell of /sbin/nologin.

* This is by desigh and cannot be modified
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Step-05: Metadata: sources

* We can use the sources key to download an archive file and unpack it
in a target directory on EC2 Instance.

* This key is fully supported for both Linux and Windows systems.

e Supported Archive formats
* tar
e tar + gzip
e tar + bz2
* Zip
* Syntax / Example:

: "https://s3.us-east-2.amazonaws.com/codedeploydemobucket®189/cfn/demo2.zip"
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Step-05: Metadata: sources

* Create S3 bucket
* Disable block public access to bucket.
* Create cfn folder

* Upload the zip files demo1l.zip, demo2.zip which contains demo.war (two
versions vl and v2)

* Unzip AWS-CloudFormation.zip to local directory

* Navigate to 11-cfn-init/WAR-Files folder

* Upload the demol.zip, demo2.zip to S3 bucket cfn folder.

* Path: /AWS-CloudFormation/11-cfn-init/WAR-files

* Make the demol.zip, demo2.zip as publicfile.

* Copy the S3 http url for both files and perform public access test.
 Update demol.zip url in sources section of template.
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Step-06: Metadata: files

* We can use the files key to create files on EC2 Instance.

* The content can be either inline in the template or the content can be
pulled from a URL.

* The files are written to disk in alphabetical order.

* Supported Keys

content

source

Encoding (plain or base64)
group

owner

mode

authentication

context
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Step-06: Metadata: files

Syntax/ Sample:

m oy

/etc/cefn/cfn-hup.conf”:
|
[main]
stack=${AWS: :StackId}
region=%{AWS: :Region}
"000400"
“root”
“root”
“"/etc/cfn/hooks.d/cfn-auto-reloader.conf”:
|
[cfn-auto-reloader-hook]
triggers=post.update
path=Resources.MyVMInstance.Metadata.AWS: :CloudFormation::Init
action=/opt/aws/bin/cfn-init -v --stack ${AWS::StackName} --resource MyVMInstance --region ${AWS::Region}
"000400"
"root™
“root™
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Step-07/: Metadata: commands

* We can use commands key to execute
commandson EC2 Instance.

* The commandsare processed in Syntax/Example:
alphabetical order by name.

¢ Supported KeyS : "chmod 755 demo.war"
: "/tmp”
* command
* env : "sudo yum -y erase java-
* cwd
e test : "rm -rf demo*"

: "/var/lib/tomcat8/webapps”

* ignorekrrors

e waitAfterCom D letion . t ’ c p demo.war /var/lib/tomcat8/webapps”
: "/tmp
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Step-08: Metadata: services

* We can use services key to define which services should be
enabled or disabled when the instanceis launched.

* On Linux systems this key is supported by using sysvinit.

* On Windows systems, it is supported by using Windows Service
Manager.

* Services key also allows us to specify dependencies on sources,
packages and files so that if a restartis needed due to files being
Installed, cfn-init will take care of the service restart.

e Supported Keys
ensureRunning
enabled

files

sources
packages
commands
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Step-08: Metadata: services

* The nginx service will be restarted if either :
/etc/nginx/nginx.confor /var/www/html are : "true”
modified by cfn-init. L

- "/etc/nginx/nginx.conf"

* The php-fastcgi service will be restarted if cfn- .
init installs or updates php or spawn-fcgi using - "/var/ww/html"
yum. : ""tr*ue"

» "true”

* The sendmail service will be stopped and
disabled.
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Step-09: UserData: aws-cfn-bootstrap

* Helper Scripts are updated periodically.

* We need to ensure that the below listed command is included in
UserData of our template before we call the helper scripts to ensure
that our launched instances get the latest helper scripts.

"Fn::Baseg4":

yum update -y aws-cfn-bootstrap
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Step-10: UserData: cfn-init

* The cfn-init helper script reads template
metadata from the AWS::CloudFormation::Init
key and acts accordingly to:

* Fetchand parse metadata from AWS
CloudFormation

e Install paCkageS Command Syntax: cfn-init --stack|-s str:zc'k.lllr:zme.crr.id \ .
——resource|-r logical.resource.i1d \

e Write files to disk —-—region region

* Enable/disable and start/stop services ~-access-key access.key \
——secret-key secret.key \

* If we use cfn-init to update an existing file, it el rolenamer
creates a backup copy of the original file in the o ioots e omia oo A TE A
same directory with a .bak extension. ——url|-u service.url \

. . . . —-http- HTTP. \

* cfn-init does not require credentials. However, htipe-prowy HTTRS. presy \

if no credentials are specified, AWS ~-verbose|-v

CloudFormation checks for stack membership
and limits the scope of the call to the stack

that the instance belongs to.
Command Usage in UserData:

/opt/aws/bin/cfn-init -s ${AWS::StackId} -r MyVMInstance --region ${AWS::Region} _exit 'Failed to run cfn-init'
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Step-11: UserData: cfn-signal

* The cfn-signal helper script signals AWS

Command Syntax:
CloudFormationto indicate whether Y

. cfn-signal --success|-s signal.to.send \
Amazon EC2 instances have been " access-key access.key \
——credential-file|-f credential.file \
successfully created or updated. ~—exit-code|-e exit.code \
——http-proxy HTTP.proxy \
. . ——https—-proxy HTTPS.proxyv \
* If we install and configure software ——id|-i unique. id \ E: ’
o . . . ——reglon AWS.region
applications on instances, we can signal —resource resource.logical. 10 \
o ——role TAM.role.name
AWS CloudFormation when those software meeretkey secretkey \
applications are ready. ——url AWS CloudFormation.endpoint

* WWe can use the cfn-signal script in
conjunction with a CreationPolicy.
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Step-11: UserData: cth-hup

* Important Note: From here on we will start creating the stack using
v12 template file, we will add cfn-hup command also to template
UserData section even though we discuss that section in step 14.
Reason for doing that is UserData related changes should be included
during instance creation time only.

* Final Look of UserData:

“Fn::Base64":

yum update -y aws-cfn-bootstrap

opt/aws/bin/cfn-init -s ${AWS::StackId} -r MyVMInstance --region ${AWS::Region} || error_exit 'Failed to run

pt/aws/bin/cfn-signal -e $? --stack ${AWS::StackId} --resource MyVMInstance --region ${AWS::Region}

pt/aws/bin/cfn-hup || error_exit 'Failed to start cfn-hup'
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Step 12 - Outputs

* Add outputsin the template.

* We will add AppURL output for easily accessing the application after
stack creation.

* Sample

: Application URL to
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Step 12: Create Stack using template
11-12-cfn-init-v12-Outputs.yml

 Observations

* CloudFormation gets the signal as soon as VM Instance resource gets
created.

* In other words, we will see that stack status “CREATE_ COMPLETE” even
though in the back ground application installations are going on in the EC2

Instance.
* With this approach we have problems like

* Applications installs fails and we see the stack status as “CREATE_ COMPLETE” in green.

* We will not know what happened to our application installs or configurations until we
login to instance.

* To overcome such type of issues, we need to use “Creation Policy” which we
will see in next step (step 13).
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Step-13: Creation Policy

* Associate the CreationPolicy attribute with a resource to prevent its
status from reaching create complete until AWS CloudFormation
receives a specified number of success signals or the timeout period
IS exceeded.

* To signal a resource we can use cfn-signal helper script.

* The creation policy is invoked only when AWS CloudFormation
creates the associated resource.

* Currently, the only AWS CloudFormation resources that support
creation policies are

e AWS::AutoScaling::AutoScalingGroup
 AWS::EC2::Instance
e AWS::CloudFormation::WaitCondition
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Step-13: Creation Policy

* Use the CreationPolicy attribute when you want to wait on resource
configuration actions before stack creation proceeds.

* For example, if we install and configure software applications on an
EC2 instance, we might wantthose applicationsto be running before
proceeding. In such cases, we can add a CreationPolicy attribute to
the instance, and then send a success signal to the instance after the
applications are installed and configured.

o SyntaX: CreationPolicy:

AutoScalingCreationPolicy: - AWS::EC2::Instance

AN e o o L

MinSuccessfulInstancesPercent: Integer
ResourceSignal:

Count: Integer .

Timeout: String . PTSM
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Step 13: Create Stack using template
11-13-cfn-init-v13-CreationPolicy.yml

 Observations

* CloudFormation waits for the status until application installs are completed
for that particular resource (in our case its VM Instance).

 Either it waits for success signal and if within specified time (time specified in
creation policy) if it didn’t get success signal it roll backs the entire stack.

Timestamp Logical ID Status Status reason

©

18 May 2019 14:28:34 CreationPolicyStack CREATE_COM
PLETE
®

18 May 2019 14:28:32 MyVMInstance CREATE_COM

PLETE

18 May 2019 14:27:18 MyVMInstance CREATE_IN_P Resource creation Initiated
ROGRESS
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Step-14: UserData: cth-hup

e cfn-hup helper is a daemon that detects changes in resource
metadata and runs user-specified actions when a change is —
detected. stack=${AWS: :StackId}

Format of cfn-hup.conf

. a AL = = o #
region=%{AWS: :Region}

* This allows us to make configuration updates on our running
EC2 Instance through the Update Stack feature.

* cfn-hup.conf s
. "/etc/cfn/cfn-hup.conf":
* cfn-hup.conffile stores the name of the stack and the AWS : |

credentials that the cfh-hup daemon targets. [main]
stack=${AWS: :StackId}
* Format of cfn-hup.conf :ai' H*;HH, Ea 'iI:j
. o . . _ egion=${AWS: :Region}
* We are creating this file using our Metadata Key named files in interval=3

our template.
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Step-14: UserData: cth-hup

e cfn-hup.conf file content
stack

credential-file

role

region

umask (default: 022)
Interval (default: 15)
Verbose

* hooks.d Directory

* To support composition of several applications deploxing change notification
hooks, cfn-hup supports a directory named hooks.d that is located in the hooks
configuration directory.

* We can place one or more additional hooks configuration files in the hooks.d
directory.
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Step-14: UserData: ctn-hup - hooks.conf

* User actions that cfn-hup daemon calls periodically are defined in
hooks.conf.

* Syntax:

[ hookname ]

triggers=post.add or post.update or post.remove
path=Resources.<logicalResourceld> (.Metadata or .PhysicalResourcelId)
(.<optionalMetadatapath>)

action=<arbitrary shell command>

runas=<runas user>

[cfn-auto-reloader-hook]

triggers=post.update

path=Resources.MyVMInstance.Metadata.AWS: :CloudFormation: :Init
action=/opt/aws/bin/cfn-init -v --stack ${AWS::StackName} --resource MyVMInstance --region ${AWS::Region}

"0004008"
"root”

"root”
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Step-14: UserData: cfn-hup - hooks.conf

* When the actionisrun, itis runin a copy of the current environment
(that cfn-hupisin), with CFN_OLD METADATA set to the previous
value of path, and CFN_NEW_ METADATA set to the current value.

* The hooks configuration file is loaded at cfn-hup daemon startup
only, so new hooks will require the daemon to be restarted.

» A cache of previous metadata values is stored at /var/lib/cfn-
hup/data/metadata_db

* We can delete this cache to force cfn-hup to run all post.add actions
again.
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Step 14: Create Stack using template
11-14-cfn-init-v14-Update-App.yml
* Observations
* Old war file will be removed

* New war file will be deployed successfully.

* When we access the app new version of application content will be
displayed.
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Configsets

* We can create more than one config key and have cfn-init process
them in a specific order.

* Single Configset
* Multiple Configset
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configSets (Single)

Sample:

ApplAndApp2
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configSets (Multiple)

SingleAppCS DualAppCS

SingleAppCS DualAppCS

SingleAppCS
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Step#l: Single Configset

* We will define two config keys App1 and

Sample:
App2
* We will create a configSet with name as  Deploy a simple tomcat Application
ApplAndApp?2.

* First App1 config key will get executed.

* Next App2 config key will get executed.

* Order of execution will be based on how
we define them in configSets.

* Observation
* Both applications should be accessible
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Step#2: Multiple configSets

* We have created 3 configSets

: Sample:
* SingleAppCS '
° Dua|AppCS : Deploy a simple tomcat Application
* default :

* SingleAppCS: Only Appl should be
deployed.

: "SingleAppCS"

: "DualAppCs”
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Step#3: Multiple configSets

* We have created 3 configSets
* SingleAppCS '
¢ DuaIAppCS : Deploy a simple tomcat Application
* default :

* DualAppCS: Both Appl and App2 should
be deployed

Sample:

: "SingleAppCS"

: "DualAppCs”
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Step#4d: Multiple configSets

* We have created 3 configSets
* SingleAppCS
e DualAppCS
e default

* default: default contains ConfigSet

DualAppCS so both apps should be
deployed. For default we don’t need to

specify “--configSets default” it will pick
automatically.
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Nested Stacks

* The AWS::CloudFormation::Stack type nests a stack as a resource in a
top-level template.

* We can add output values from a nested stack within the root stack.

* We use Fn::GetAtt function with nested stacks logical name and the
name of the output value in nested stack

¢ SyntaX: : NestedStackName.Outputs.NestedStackOutputName

: "true"

VPCStack.Outputs.SubnetellId
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Nested Stacks — Practice — Create Templates

Step#0: Step#l: Step#2:
00—
S3 Bucket o— 0—
@ 0—| VPC Nested Stack Template o—| Root Stack Template
* (CreateS3 bucket * (Create Parameters
.. . e (Create Parameters
* Thisis required for * Create Metadata
i e Create Resources
uploading the Nested * Create Resources
e (Create VPC Stack
stack templates to S3  CreateVPC
e (CreateEC2Instance

 CreateSubnets
 Create Route Table
e Associate Subnet &
Route Table
* CreatelGW
* Associate IGW to
VPC
* (CreateRoute
Create Outputs
Test Template
Upload to S3
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Nested Stacks — Practice — Create Stack

Step#3: For VPC Nested Stack Root Stack
* Create Root Stack :
* |t automatically creates D D
the vpc nested stack D D

&l

VPC Nested
Stack
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Nested Stacks — Practice — Create Templates

Step#4 Step#5
. O—
o Security Group Nested O—| Root Stack Template
0— Stack Template 0—

Create Parameters
Create Resources
 Create VPC Stack
* Create EC2 Instance
Create Outputs
Create Resource
* CreateSecurity
Group Stack
e UpdateVM
Instance resource
with security group

* Create Parameters
* CreateResources
* CreateSecurity
Group
* CreateOutputs
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Nested Stacks — Practice — Update Stack

For VPC Nested Stack

* Create Root Stack
e |t automatically creates
the vpc nested stack

Step#6:

&l

[]

VPC Nested
Stack

[l
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For Security Group Nested Stack

Update Root Stack with new

template.
It automatically creates the security

group nested stack

L1000

Security Group
Nested Stack



Nested Stacks — Practice — Update Stack 2

Root Stack

Step#7: For VPC Nested Stack For Security Group Nested Stack
* Create Root Stack : * Update Root Stack with new
* |t automatically creates D D template.
the vpc nested stack * It automatically creates the security
. D D group nested stack
* Highly Recommended Approach
* Always performupdates from Root
Stack
* Never update nested stacks directly. For Nested Stack Updates
: :  Update SG nested
stack with new
DD \‘DD security rule.
DDD e Upload the new
DDD template to S3
VPC Nested Security Group | * Update Root Stack
Stack Nested Stack with existing

Update Stack template.
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Nested Stacks — Practice — Delete Stack

Step#8: Root Stack

QEEE vy Delete Root stack

e Recommendations
* Always delete root stack.
* Neverdelete nested stacks directly.
 Whenever we delete the root stack
associated nested stacks will get
deleted automatically.

sl

l
il

[
[
[l
[

[] []

VPC Nested Security Group
Stack Nested Stack
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Nested Stacks vs Outputs - Pending

* A nested stack is a stack that you create within another stack by using the
AWS::CloudFormation::Stack (p. 954) resource. With nested stacks, you
deploy and manage all resources from a single stack.

* You can use outputs from one stack in the nested stack group as inputs to
another stack in the group. This differs from exporting values.

* [f you want to isolate information sharing to within a nested stack group,
we suggest that you use nested stacks. To share information with other
stacks (not just within the group of nested stacks), export values.

* For example, you can create a single stack with a subnet and then export its
ID. Other stacks can use that subnet by importing its ID; each stack doesn't
need to create its own subnet. Note that as long as stacks are importing the
subnet ID, you can't change or delete it.
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CloudWatch Simple Notification Service Amazon EC2

Continuous Integration
&
Continuous Delivery
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Stagesin Release Process

Source Build Test Production
* Check-in source « Compile Code & * Integration tests . Deploymentto
code build artifacts (war with other production
e Peer review new files) systems. environments
code * Unit Tests * Load Testing « Monitor codein
* UlTests production to
 Security Tests quickly detect
errors
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Stages in Release Process

Source Build Test Production

Continuous integration

Continuous delivery ( \ ‘

Continuous deployment

Infrastructure as code
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Continuous Integration

Source Build Test Production

Continuous integration

« Automatically kick off anew release when new code is checked-in

» Build and test code In a consistent, repeatable environment

« Continually have an artifact ready for deployment
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Continuous Delivery

Source Build Test Production

Continuous delivery Continuous deployment

« Automatically deploy new changes to staging environments fortesting

* Deploy to production safely without affecting customers
* Deliver to customers faster

* Increase deployment frequency, and reduce change lead time and change failure

rate
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AWS Developer Tools or Code Services

Source Build Test Deploy Monitor
AWS CodeCommit ANS CodeBuild A/\/SCO$eBuiId + ANS CodeDeploy  ang YRa Aazon
Third Party CloudWatch

</>

ANS CodePipeline
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AWS Developer Tools or Code Services

Source Build Test Deploy Monitor
i
ANS CodeCommit ANS CodeBuild ANS CodeBuild +

Third Party
Continuous integration

Continuous delivery

Continuous deployment

</>

ANS CodePipeline
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Source

R
</>

CodeCommit

* \Version control
service

 We can privately
store and manage
source code

e Secure & highly
available

AWS Developer Tools or AWS Code Services
Build

Jest

X

CodeBuild CodeBuild +Third Party

Fully managed build service, Compiles
source code, Runs tests and produces
software packages

Scales continuously and processes multiple
builds concurrently.

No build servers to manage.

Pay by minute, only for compute resources

we use.
Monitor builds through CloudWatch events.
Supports following programming language
runtimes Ruby, Python, PHP, Node, Java,
Golang, .Net Core, Docker and Android

 Automates code deployments B °
to any instance and Lambda
* Avoids downtime during
application deployment .
* Roll back automatically if -
failure detected
 Deploy to Amazon EC2, .

Monit

ANSX-Ray  CloudWetch

Deploy

Q

CodeDeploy

Monitors Source
check-ins and triggers
builds

Monitors builds
Monitors
Infrastructure
Collects logs

Lambda, or on-premises servers

CodePipeline

Continuous delivery service for fast and reliable
applicationupdates

Model and visualize your software release process
Builds, tests, and deploys your code every time there
is a code change

Integrates with third-party toolsand AWS
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CodeCommit
@ L

* Build a simple rest service using Java Spring
Boot.

* Check-in code to Local Repo and push to e
CodeCommit.
push
E AWSCToud

N
</>

AWS CodeCommit
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CodeBuild— AWS Web Console CodeBuild— AWS CloudFormation

Developer @@ @@ Developer

AWS Cloyd

CodeBuild Stack

OO0

CodeBuild
Service Role

CoddCommit

CodeBuild CodeBuild

Service (S3) Service (S3)

Simple Storage Simple Storage
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CodeDeploy—AWS Web Console CodeDeploy — AWS CloudFormation

User

@@ Developer accessing

Rest service l

@@ Developer User

accessing
Rest service l

Internet /I\\l/

push Internet push
2 Cloud
1] 1
CodeDeploy Stack == EC2 Apps Stack =
000 000
CodeBuild CodeDeploy Role foLF€2
Service Role Service Role Instance Profileta8ing EC2 Instance
\ 4
Du? =
CodeBuild ~ Simple Storage  codeDeploy EC2 Instance CodeBuild  Simple Storage  CodeDeploy Production EC2
Service (S3) Service (S3) Instance
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CodePipeline — AWS Web Console

E AWS Cloud
Developer CloudWatch

®

-

CodePipeline

@

CodeCommit CodeBuild  Simple Storage CodeDeploy EC2
Service (S3) Instance
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CodePipeline — AWS CloudFormation

E AWS Cloud

CodePipeline CI CD CloudFormation Stack =—
Developer o O0gd
</>

®

% push
]

CodeCommit CodeBuild ~ Simple Storage  Codeleploy  Simple Notification Codeleploy

Service (S3) Serpice

= A

Staging EC2 Role for EC2 Production EC2 .
sing Instance Profile Authorized

Instance Instance — Approver
. 1]
EC2 Apps CloudFormation StackaC
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Pre-requisites

* Region: us-east-2 (ohio)

* In templates, EC2 Instnace ImagelD is hardcoded to this region (Amazon
Linux AMI). If you want to test in other regions, please update the templates
with Imageld equivalent to that respective region.

e Default VPC

* Ensure we have the default VPC created in the region where we are using
these templates.
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EC2 CloudFormation Stack

* Step 1: Create Security Group
with port 22 and 8080 rules for
inbound access.

* Step 2: Create two EC2 Instances
* Staging
* Production
* Update UserData

* Step 3: Create Instance Profile
Role and Instance Profile for EC2
Instances to access S3 Buckets.

* Step 4: Create stack and verify.
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E AWS Cloud

VPC Default VPC

Security group Port 22 & 8080

Staging EC2
Instance

ya

Role for EC2
Instance Profile

Production EC2
Instance

CIC ]
u

|

a]
O

EC2 Apps CloudFormation Stac
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AWS CodeCommit - Introduction

* VVersion Control Service hosted by AWS

* We can privately store and manage documents, source code, and
binary files

* Secure & highly scalable

e Supports standard functionality of Git (CodeCommit supports Git
versions 1.7.9 and later.)

e Uses a static user name and password in addition to standard SSH..
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CodeCommit — Integration with AWS Services

AWS CodeStar AWS CodeBuild AWS CodePipeline AWS Cloud9 AWS Amplify AWS CloudFormation
o &8 N\ ==
A ==

[\
§j|z| AWS CodeCommit

G

Amazon Simple Notification AWS Key Management awWS Elastic Beanstalk
Service Service
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CodeCommit - Steps

Developer

e Step#1: Sample Spring Boot Rest Application
* Pre-requisites
* Install STS IDE
* Create Spring boot rest application.

* Test it.
* Step#2: GIT Repository Repg

* Create a local git repository and check-in code.
* Create a remote git repository in AWS Code Commit. push
* Create Code Commit git credentials to connect.
* Push the code to remote git repository.

* Verify code in AWS Code Commit.

¥
 Step#3: CodeCommit Features & s con
e Code, Commits, Branches .
» Settings: Notifications, Triggers §j</>
e Pull Requests

AWS CodeCommit
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CodeBuild— AWS Web Console CodeBuild— AWS CloudFormation

Developer @@ @@ Developer

AWS Cloyd

CodeBuild Stack

OO0

CodeBuild
Service Role

CoddCommit

CodeBuild CodeBuild

Service (S3) Service (S3)

Simple Storage Simple Storage
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CodeBuild - Introduction

* CodeBuildis a fully managed build service in the cloud.

* Compiles your source code, runs unit tests, and produces artifacts
that are ready to deploy.

* Eliminates the need to provision, manage, and scale your own build
servers.

* It provides prepackaged build environments for the most popular
programming languages and build tools such as Apache Maven,
Gradle, and more.

 We can also customize build environments in CodeBuild to use
ourown build tools.

* Scales automatically to meet peak build requests.
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How to run CodeBuild? How CodeBuild works?

ol =

Amazon SNS Amazon 53 31

AWS Management Console AWS CLI AWS SDKs  AWS CodePipeline

Amazaon CloudWatch Logs AWS CodeBuild

)

AWS CodeBuld D

AWS Management Console  AWS CLI AWS SDKs  AWS CodePipeline
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Source

Amazon Simple Storage \
Service (S3) GitHub GitHub Enterprise Bitbucket

| o o @

-~

AWS CodeCommit

R
</>

~

\

@)

Managed Image Q
AWS |CodeBuild \_ Amazon CloudWatch Y,
Logs

Amazon EC2 Container
Registry \
4 )
o | om| / Amazon Simple Notlflcatlon
om} om Service
oojm
External Amazon Simple Storage Notifications
Container / \ Service (S3) /
Registr . . .
Environment Artifacts AWS CodeBuild Architecture
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Developer

CodeBuild - Steps

e Step#l: Create CodeBuild Project E j
* Create a S3 bucket and folder
* Create CodeBuild project push

 Start build, Verify build logs, Verify build
phase details
e Step#2: buildspec.yml & Start Build
* Create buildspec.yml and check-in code

 Start build, Verify build logs, Verify build
phase details

* Download the artifacts from S3, unzip and
review

 Run one more build and see versioning in S3.

e Step#3: Create Build Notifications
* Create state change notification

* Create Phase change notification AWS CodeBulle S‘;“;’L?Ci“(’gife
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CodeBuild — CloudFormation Steps

or use existing bucket.

Developer
* Step 1 : Create S3 bucket and enable versioning E j

* Step 2: Create buildspec.yml in our rest oush
application and check-in code AWS Clodd
* Step 3: Create CodeBuild Stack Template CodeBuild Stack =
* Create CodeBuildRole. -

* Create CodeBuild project.
* Parameters

* Step 4: Create Stack and Test the build.
* Click on Start Build
* Verify logs

* \erify artifacts in S3. CodeBuild  simple Storage
Service (S3)

Kalyan Reddy Daida StackSimplify

e

CodeBuild

CodgCommit Service Role




AWS CodeDeploy




Compute Platform

(E

Amazon EC2

E

@CZ Auto Scaligg

CodeDeploy - Introduction

¢ CodeDeploy is a deployment service that
automates application deployments to

* EC2 instances

* On-premises instances
* AWS Lambda

* AWSECS

* We can deploy unlimited variety of application
content

* code AWS CodeDeploy
e serverless AWS Lambda functions

* web and configuration files
e executables

* packages

* scripts

* multimedia files

A\

—
[ e

Tffni
On-Premise

BN

AWS Lambda

e

\ Amazon ECSJ
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CodeDeploy - Introduction

* Benefits
* We can rapidly release new features.
* Update AWS Lambda function versions.
* Avoid downtime during application deployment.

* Reduces the complexity of updating applications when compared to error-
prone manual deployments.

 Service scales with our infrastructure so we can easily deploy to one instance
or thousands.
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CodeDeploy - When compute is EC2/0On-Premise

Compute Platform

(- N
. A
Revision Type / Source
4 E\\ Amazon EC2
lAmazon Simple Storage %
Service (S3) EC2 Auto
Scali
AWS CodeDeploy \_>1he )
[
R rrnn 3
\ GitHub / On-Premise
- j
Elastic Load

Balancing (ELB)
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CodeDeploy - Steps

e Step#1l: Create CodeDeploy pre-requisite roles
* Createa service role for codeDeploy.

@@ Developer

e Createan IAM Instance profile. User
« Step#2: Create a EC2 VM accessing
+ Create EC2 VM Rest service
* During creation associate IAM instance profile. l
* Discuss about “Userdata” containing tomcat and codeDeploy Agent push

» Step#3: Create codeDeploy objects
* Create Application Internet /I\\l,
* Create Deployment Group —

* Create Deployment

* Step#4: Create codeDeploy files and scripts
* Create appspec.yml

* Createscripts (before_install script, after_install script, Start up
script, Shutdown script) and check-in

e Step#5: Run CodeBuild and Create Deployment

e Step#6: Verify Deployment
* Verify the deployment Events
* Verify the tomcat deployment
» Verify the codeDeploy agent log
* Verify by accessing app

i
AWS CodeBuild Simple Storage AWS CodeDeploy = Amazon EC2
deploy Service (S3) Instance

e Step#7: New App Release: Make change to Application and re-
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CodeDeploy — CloudFormation Steps

Step 1 : Discuss about appspec.ymland
scripts.

Step 2: Create CodeDeploy service role
Step 3: Create CodeDeploy Application

Step 4: Create CodeDeploy Deployment
Grcz)rpp and also change CodeBuild packaging
to

Step 5:Create stack and verify the following
e Application
* Deployment Group

Step 6: Create CodeDeploy Deployment
Create Deployment Object
 Run CodeBuild and Verify S3 for ZIP
e Update Stack
* Verify Deployment
* Access Application

Kalyan Reddy Daida
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Developer

User
accessing
Rest service l

ad

Internet

=

Simple Storage
Service (S3)

CodeBuild CodeDeploy

push
Cloud

1 1

CodeDeploy Stack == EC2 Apps Stack =
00 00

2R S| A I

CoddCommit CodeBuild CodeDeploy Role fopEC2 :
Service Role Service Role Inst eProfiIeStagmg EC2 Instance

Production EC2
Instance

StackSimplify
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/

o

\

AWS CodeCommit

Amazon EC2 Container

Registry

Simple Storage
Service (S3)

GitHub /

Source

AWS CodeBuild

Jenkins

AWS CodePipeline

AWS CloudFormation

D

AWS CodeDeploy

=2

AWS Elastic Beanstalk

Build

©

Amazon Elastic Container
Service

A

Amazon Elastic Container
Service (Blue/Green)

Simple Storage
Service (S3)

Amazon CloudWatch

-

GitHub Webhooks

- /

Monitor Source Changes

StackSimplify
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Continuous Delivery

-
= AWS CodePipeline
e P
Source Build Staging Manual
Developers feeedp| Changes |e=dp| Codeis [eepp| APPOVal
commit are built deployed and 6
changes tested
LU
-
Il
Developers
Changes,

Fixes

Production

Code is
deployed to
public servers

|

b
S’

IVl

iCustomers

v

Ideas,
Requests,
Bugs
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CodePipeline - Introduction

* AWS CodePipelineis a continuous delivery service to model,
visualize, and automate the steps required to release your software.

* Benefits
* Automate your release processes.
e Establish a consistent release process.
* Speed up delivery while improving quality.
e Supports external tools integration for source, build and deploy.
* VView progress at a glance
* View pipeline history details.
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CodePipeline - Steps

* Step#l: Create

Pipeline E AWS Cloud
e Artifacts: S3

* Source: CodeCommit
* Build: CodeBuild

* Deploy: CodeDeploy

* Server: EC2Instance

* Step#2: Make
changes & Check-In

AWS CodePipeline

Developer Amazon CloudWatch

®

app and check-in

* Pipeline ShOUl_d AWS CodeCommit AWS CodeBuild Simple Storage  AWS CodeDeploy =~ Amazon EC2
trigger the build Service (S3) Instance

automatically.

Code
* Make changesto rest j push
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CodePipeline— Manual Approval & Prod Deployment

* Step#1: Create new EC2 Instance with tag name as prod
* Step#2: Create new deployment group for prod

* Step#3: Create Manual Approval stage in CodePipeline
* Step#4: Create Prod Deployment stage in CodePipeline.

* Step#5: Check-in changed code to trigger pipeline and monitor the
pipeline process.
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Continuous Integration & Continuous Delivery using CloudFormation

E AWS Cloud

CodePipeline Cl CD CloudFormation Stack%
Developer (. OO0
/>

CodeCommit CodeBuild Simple Storage  CodeDOeploy Simple Notification CodeQeploy
Service (S3) Service
Staging EC2 Production EC2 Authorized
Instance Instance — Approver
s CIC ]
EC2 Apps CloudFormation StackaC
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CodePipeline — CloudFormation Steps

* Step 1: Create CodePipeline role

» Step 2: Create Pipeline stages for staging deployment
* Stage 1: Source Stage
e Stage 2: Build Stage
e Stage 3: Deploy To Staging
* Step 3: Create stack and verify the following
* Stages: Source, Build, Deploy to Staging
* Access Applicationin staging

* Step 4: From IDE make changes to rest app and check-in code and verify the
following

* Stages: Source, Build, Deploy to Staging
e Access Application in staging
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CodePipeline — CloudFormation Steps

* Step 5: Create SNS Topic and its equivalent parameter and add Production DeploymentGroup

* Step 6: Create Pipeline stages for Production deployment
e Stage 4: Production email Approval
e Stage 5: Deploy To Production

» Step 7: Create stack and verify the following
* Confirm SNS Subscription in email

* Stages: Source, Build, Deploy to Staging, Production email approval and Deploy to
production.

* Access Application in staging and production
* Step 8: From IDE make changes to rest app and check-in code and verify the

following

* Stages: Source, Build, Deploy to Staging, Production email approval and Deploy to
production.

* Access Application in staging and production
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Infrastructure as Code
using

AWS CloudFormation - )

and
AWS Web Console
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Source

Infrastructure as Code

Build

Test

Infrastructure as code

Production

Source Stage

R
</>

AWS CodeCommit

Build Stage

AWS CodeBuild

Test Stage

AWS CodePipeline

Prod Stage

AWS CodePipeline
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Source

Infrastructure as Code

Build

Test

Infrastructure as code

Production

Source Stage

Master Branch

Build Stage
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Template

Test Stage
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(oY =)
O-»>x

Create & Execute
Change set

Prod Stage

O0-A
(oY =)
O-»>x

Create & Execute
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Infrastructure as Code

Source Build Test Production

Infrastructure as code

Benefits

* TrackInfrastructure changes using version control system like AWS CodeCommit.

e Releaseinfrastructure changes usingthe sametools ascode changes (AWS CodeCommit, CodeBuild and CodePipeline).
* Replicateproduction environment in any environment as desired for continuous testing.

* Makeinfrastructure changesrepeatable.

Minimizeinfrastructure buildouttime.

* Seamless provisioning and de-provisioning of infrastructure resources in minutes or even reduced to seconds.
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Developer

Infrastructure as Code — Manual AWS Web Console

E AWS Cloud
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CodeBuild
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StackSimplify
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Developer

Infrastructure as Code— CFN Template creation Flow

E AWS Cloud
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Developer

Infrastructure as Code — Execution Flow

E AWS Cloud
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Infrastructure as Code
using

AWS Developer Tools - )

on
AWS Web Console
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Usecase

* We will create a VPC CloudFormation stack using AWS CodePipeline.

 Manage the AWS VPC infrastructure components like Subnets, Routes,
Route Tables everything with AWS Developer Tools and CloudFormation.

* Any changes to vpc infra, we will change the vpc.yml cfn template and
check-in the code to AWS CodeCommit.

. godle(PipeIine will trigger pipeline and push the changes to staging VPC
tack.

* CodePipeline creates a Change Set for production.
* Approve the Change set using SNS notification
* Changes will be pushed to production VPC Stack after approval.

* Finally we will achieve Continuous Integration, Continuous Delivery &
Infrastructure as code after this usecase implementation.
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Developer

Infrastructure as Code — Manual AWS Web Console

E AWS Cloud

CodeCommit

e

CodeBuild
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Infrastructure as Code — Manual AWS Web Console

Step 1: Understand about the VPC source files.
e vpcyml
e vpc-config.json
* buildspec.yml

Step 2: Create CodeCommit repository vpcrepo and check-in vpc source files.

Step 3: Createa pipeline with source and build stages.
* Build stage fails and we will understand the causes of failure and fix it.
* Createa CFN policy with validate CFN template permission and associate to CodeBuildRole.

* Rerunthe pipeline.
* Build stage should pass now.

Step 4: Create a Test Stage which creates TestVPCStack
Role#1: Create CFN full access policy and associate it with CodePipeline role

* Role#2: Create CFN VPC full access Role by associating “VPC Full Access policy” which is required by
CloudFormation to create the VPC Stack.

* CreatePipeline stage named VPCTest
* Click “Release Change” after stage creation and verify the stack got created in CFN Console.
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Infrastructure as Code — Manual AWS Web Console

e Step 5: Create Prod Stage
* Pre-requisite: Create SNS Topic
* Action#1: Create Prod Change Set
e Action#2: Create Prod Approval
* Action#3: Create Execute Change Set
* Verify the stack got created in CloudFormation console.

 Step 8: Update vpc.ym| with new subnet (subnet02) and check-in file to
CodeCommit
* Verify the pipeline stages
e Source, Build, VPCStage
* VPCProd
* Create Change Set

* Prod Approval
* Execute Change Set

* Verify the same in VPC
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Infrastructure as Code
using
AWS CloudFormation
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Developer

Infrastructure as Code— CFN Template creation Flow

E AWS Cloud
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Developer

Infrastructure as Code — Execution Flow

E AWS Cloud
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Infrastructure as Code — CloudFormation Pipeline

* Step 1: Understand about the VPC source files.
e vpc.yml
e vpc-config.json
* buildspec.yml

* Step 2: Create CodeCommit repository vpcrepo and check-in vpc source
files. (Note: check-in base vpc.yml and vpc-config.json)

* Step 3: Create a CodeBuild related template objects

* Create Parameters (Repo Name, Artifact storage bucket)
* Create CodeBuild Role
* Create CodeBuild Project

* Step 4: Create Other roles

* Create CodePipeline Role
* Create CloudFormation Role
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Infrastructure as Code — CloudFormation Pipeline

* Step 5: Crete Pipeline stages
* Source Stage
e Build Stage
* Test Stage

* Step 6: Create Pipeline stage and actions for production
* Create SNS Topic Resource
* Create Parameter for email notifications.

* Prod Stage

e Action-1: Create Change Set
e Action-2: Prod Approval
e Action-3: Execute Change Set

* Step 7: Add subnet02 in vpc.yml and verify the pipeline end to end.
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Thank You
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